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Abstract

Single photon or biphoton states propagating in optical fibers or in free space are affected by random perturbations
and imperfections that disturb the information encoded in such states and accordingly quantum key distribution is
prevented. We propose three different systems for autocompensating such random perturbations and imperfections
when a measurement-device-independent protocol is used. These systems correspond to different optical fibers
intended for space division multiplexing and supporting collinear modes, polarization modes or codirectional modes

compensates the reduction of the bit rate due to losses.

Autocompensation, Integrated quantum optics

such as few-mode optical fibers and multicore optical fibers. Accordingly, we propose different Bell-states
measurement devices located at Charlie system and present simulations that confirm the importance of
autocompensation. Moreover, these types of optical fibers allow the use of several transmission channels, which
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Introduction

Over the last few years, space division multiplexing has
been proposed to further increase the data bandwidth
in optical communications; thus, high interest has arisen
about new optical fibers such as few-mode fibers (FMFs)
[1] and multicore fibers (MCFs) [2]. Consequently, the
interest in the implementation of quantum cryptography
in these new optical fibers has remarkably increased in
the last few years [3—-6]. Quantum cryptography states
that the laws of quantum mechanics, if correct, guarantee
unconditional security of communications under quan-
tum key distribution protocols [7, 8]. At least, this is what
theory teaches us. When it comes to real-life implemen-
tations, however, a number of problems arise that put
such assertion in jeopardy. This is due to the fact that
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devices used in Quantum Key Distribution (QKD) proto-
cols are imperfect in reality. Such imperfections open a
backdoor for an eavesdropper (Eve) to obtain information
that ideally would be perfectly concealed.

One of the most important problems corresponds to the
detector side channel attacks. They are related to the fact
that the detector apparatuses Alice and/or Bob use may be
flawed, and that might give Eve an opportunity to extract
secret information about the key without Alice and Bob
knowing [9-11].

Fortunately for the security of communications, a quite
good solution has been developed, that is, Measurement-
Device-Independent quantum key distribution (MDI-
QKD) [12]. This idea consists in making use of entangle-
ment in such a way that the whole measurement process
is treated like a black box. Traditionally, in QKD, the
measurement is done by the partner sitting at the end
of the line (normally Bob). In this case, a third party,
called Charlie, makes the measurement. He performs a
Bell measurement on the two-qubit state Alice and Bob
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send him. The key is that Charlie may be untrusted. He
can be an eavesdropper himself. Charlie is only asked to
report whether he obtained a successful or an unsuccess-
ful result from his measurement, and he can of course
lie. May the detectors he uses be flawed and/or may he
be Eve in disguise: it does not matter. The detection pro-
cess is a black box, what happens inside has no relevance,
only what Charlie reports in relation to what quantum
state Alice and Bob sent. To this last part, usual defence
methods need to be applied (i.e. decoy states [13], etc).
Thus, Alice and Bob can establish a secret key without the
need to take into account detector side channel attacks.
The main downside of this solution is that the key rate is
small [14] compared to standard protocols. Also, sources
need to be trusted and state preparation has to be almost
perfect. There also other practical problems to overcome
[15]. But, in all, among the proposals that inherently pro-
tect against side-channel attacks, MDI-QKD is the one of
greater feasibility 8, 12].

Another class of practical problems in quantum (and
classical) communications are the perturbations that pho-
tons suffer when they propagate along optical fibers.
Certain perturbations and also imperfections in practical
optical fibers randomly scramble the information encoded
in photons, impairing QKD. When the link is very short
this posses no real problem, but in real-life quantum com-
munications links are required to be about a few hundreds
of kilometres, and the aim is precisely to increase this
limit. An example of such pertubations is the undesired
birefringence most real-life fibers have, unless they are
polarization-maintaining fibers [16], which have a high
but tailored built-in birefringence, so as to preserve two
particular linear polarization states of the travelling pho-
tons although the relative phase remains random. Infor-
mation may be encoded in the photons polarization, and
undesired birefringence alters the state of polarization
unpredictably. In other words, such birefringence cannot
be completely characterized, causing a random perturba-
tion. Then, if polarization changes randomly when the
photons are on the fly, no key can be established. On
the other hand, in optical fibers intended for space divi-
sion multiplexing, spatial perturbations, due to mechan-
ical causes, thermal causes and so on, can also give rise
to undesired and unpredictable couplings between spatial
modes (modal crosstalk) with the same effect of preclud-
ing QKD. This last case is acute when one deals with
many spatial modes and multicore optical fibers (MCFs)
and even few-mode fibers (FMFs). Moreover, these spatial
perturbations can also change with time although slowly
with respect to transmission speed. Likewise, imperfec-
tions in optical fibers can also give rise to mode coupling.
Solutions to such problems have been proposed in QKD
protocols by the so-called autocompensating cryptogra-
phy, thus, autocompensating QKD methods have been
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proposed for single photon states excited in polarization
and/or spatial modes [17, 18]. Autocompensating cryp-
tography consists in taking the travelling light and make it
go through some determinate optical elements that alter
its state in such a way that the perturbations become
harmless. The price to pay is that light has to travel back-
and-forth between the two ends of the line, that is, it has to
travel at least two times the same distance. This enhances
distance-related drawbacks like fiber losses. This won’t be
a problem, nonetheless, when we compute the key rate,
since if we use coherent states they are only attenuated
at Alice and Bob’s sites, that is, the weak coherent states
do not cover two times the distance between Alice/Bob
and Charlie. Note that autocompensation does not elimi-
nate or make any attempt to eliminate such perturbations,
but their effects, restoring the photonic quantum state
that was originally launched. At this point we must stress
that in optical fibers for space division multiplexing sev-
eral channels could be used, thus reducing the effects
associated to fiber losses. Another solution exists, con-
sisting in continuously monitoring the properties of the
communication links like optical fibers, correcting in real
time the undesired modifications the propagating state
can undergo as for example relative phases, although cou-
pling effects would be much more difficult to correct [19]
and moreover, a complememtary light signal is required
in order to measure the perturbations together with a
complex electronic processing device.

In this work, we propose an Autocompensating MDI-
QKD (A-MDI-QKD) protocol, which is based on bipho-
ton states. We will do it in three ways, each one cor-
responding to a different photonic encoding: collinear
modes, polarization modes and codirectional modes. By
collinear modes we refer to modes propagating along the
same direction, travelling in the same core of a fiber,
such as Hermite-Gauss (HG) modes. Few mode opti-
cal fibers are the transmission lines for collinear modes,
although optical communication in free space can make
use of this kind of spatial modes. We will distinguish
between polarization-maintaining few mode fibers (PM-
FMFs) [16], where two particular linear polarizations
are maintained for long distances, and space-maintaining
few-mode fibers (SM-FMFs), where spatial modes are
maintained decoupled for long distances [20]. By codi-
rectional modes, we refer to modes travelling along dif-
ferent fibers or different cores of the same fiber. This
kind of modes are directly compatible with integrated
optics by using photonic lanterns or proper optical con-
nectors. As commented, nowadays, research in MCFs
is an active field, since MCFs can be used to increase
to a large extent the communication capacities of fiber
links. Moreover, this makes the adaptability to current
(and future) systems a lot easier, with the possibility of
using the available infrastructure to set up A-MDI-QKD
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Fig. 9 Autocompensating devices for codirectional modes and phase modulators. Light enters local loops through OCs. In the local loops, a DC with
,forinstance, in path 2. A HWP rotated / 4 is placed for polarization autocompensation.
and generate quantum states in order for Alice and Bob to encode their bits

advanced mode will be delayed. Thus, modes reach Char-
lie’s Bell-state measurement apparatus at the same time
and autocompensation is achieved. This is analogous to
what happened in the collinear case.

Finally, a HWP is also included to autocompensate
polarization because the perturbations in the optical fiber
linking Alice & Charlie and the optical fiber linking Bob &
Charlie will be different. Obviously, we can take advantage
of this autocompensating polarization technique to use
two different QKD channels, that is, collinear modes in H
and V polarizations (channels), and therefore doubling the
bit rate. We only need to separate the polarization chan-
nels (by using, for instance, PBSs) and to place two BMDs
in the A-MDI-QKD system.

Secret key rate analysis

We shall now perform a secret key rate analysis by pre-
senting a simulation of the impact on the key rate R
when perturbations (cross-talk and phase shifting) are
considered in the optical link and a comparison with the
autocompensated case is shown. We consider cross-talk
between modes of multicore optical fibers. This is a very
interesting case [3—6] because, among other reasons, the
use of this optical link avoids the requirement of align-
ment between the Alice and Bob bases, which is needed
with both collinear modes and polarization modes, in
order to avoid misalignment errors that reduce the secure
key rates. Moreover, simulation will be made with opti-
cal perturbations modelized by a generalized optical error
function Egpt(L), where L is the propagation distance. We
start by recalling that the expression of the lower bound of
the key rate R of a MDI-QKD protocol, in the case of an
infinitely long key and involving the use of decoy states, is
given by [12, 33]

R QR[1SH()]SQR},,MH (Effaub>. (44)

Here, Qﬁ is the single-photon gain in the rectilinear
(R) or Z basis, Br = {| 11 ,|12 }; é131 is the single-photon
bit error in the diagonal or X basis Bp; Qﬁaub and Effaub
are, respectively, the total gain and total error rate in the
rectilinear basis when signal WCP states of mean photon
number {4 and [y, are sent by Alice and Bob, respectively;
f is the error correction inefficiency and H is the binary
Shannon entropy function, given by H(a) = S alog,(a) S
(1S a)log,(1S a). It is assumed that the WCPs are phase
randomized.

Note that for our protocol, because it implements auto-
compensation, we need to encode the states in the diago-
nal and circular bases Bp and Bc, respectively. However,
the above key rate formula involves terms in the rectilinear
and diagonal bases. We can use this equation, nonethe-
less, if we change the basis just before detection. This is,
we encode in the diagonal and circular bases but we detect
in the rectilinear and diagonal bases, thus Eq. (44) is still
valid in our setting. The final expression of the key rate is
general, and can be used in our case without modification.
In fact, our experimental setting is similar to that of [33].
To change from the Bp and B¢ bases to Bp and Br we can
use a simple 3dB synchronous directional coupler, putting

= [ 4inEq. (32), so that we obtain, up to global phases,

the following map: D(/ 4)|1. | 1:1; D(/ 4)|1r
[12;D(/ 4)[1p | 1p;D(/ 4)|[1a | 1a . We must
stress that the detection devices already presented remain
unchanged.

The multi-photon terms in the key rate formula are
given by [33]
Qfats = Qc *+ Qe (45)

R _ €pQc+ (1 S €opt) Qe
El-lal-lb - QR
HaMb

, (46)
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a= p= 0001

Fig. 10 Secure key rate vs fiber length for different values of . We set pe ={0,0.5,1,2} - 1083kmS", Regarding the other parameters, the
following values have been used: f = 1.16, Py = 3.01 - 1056,60[7[ =15%, ¢=93%, c=05 gr=02dB/km, Hgs= Hp= 036and

estimation of errors due to the loss of information (bits)
carried by an optical mode.

As one can see in Fig. 10, the range at which we can
transmit secure information depends critically on the
value of opt. The values for the parameters used in the
simulation were taken across the relevant literature [15,
30, 33, 34] and are detailed in Fig. 10. Moreover, we
have imposed the optimal conditions g 3 = HUp p and

a = p [15, 33]. The results under full autocompensa-
tion gives a secure key rate up to a distance about 130
km between Alice (Bob) and Charlie, therefore 260 km
between Alice and Bob. If we consider a perturbation coef-
ficient of opt = 0.5 - 1053 a reduction of 38% in such
a distance is obtained, that is, a secure key rate distance
about 160 km between Alice and Bob. In the case opt =
2.0 - 10°3 a dramatic reduction of the secure key rate dis-
tance is obtained. Therefore, these results show that the
optical perturbations in the links for MDI protocol are an
important source of errors what contributes to a remark-
able reduction of the secure key rate distance, which is
more important than in the case of protocols based on a
single photon, like, for example, the BB84 one [35].

Conclusions

We have shown how to implement a A-MDI-QKD pro-
tocol in different settings according to the kind of opti-
cal fiber used for space division multiplexing, that is,
few-mode optical fibers maintaining polarization modes
(PM-FMF) or maintaining space modes (SM-FMF) and

MCFs. In particular, we have proposed three systems for
A-MDI-QKD by using collinear, polarizations and codi-
rectional modes. Discrete and/or integrated components
have been used for both measuring Bell states and achiev-
ing autocompensation. As such fibers are assumed to be
the links of present and near-future optical networks, then
implementation of QKD in them and in a plug-and-play
fashion would offer clear practical benefits, as for exam-
ple, to use several channels for MDI-QKD what would
in turn compensate the losses and therefore increase the
bit rate. Finally, simulations of secret key rates with per-
turbations in the link has been made what has shown
that a remarkable reduction of secret key rate distances is
obtained if an autocompensating method is not used. Sim-
ulations have been made for codirectional modes (MCFs)
because they have the advantage that no alignment of
quantum states bases is required, but the results can
be easily extended to polarization and collinear modes
(EMFs).
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